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A Secure and Robust Knowledge Transfer
Framework via Stratified-Causality Distribution
Adjustment 1n Intelligent Collaborative Services
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Abstract—The rapid development of device-edge-cloud collab-
orative computing techniques has actively contributed to the
popularization and application of intelligent service models. The
intensity of knowledge transfer plays a vital role in enhancing
the performance of intelligent services. However, the existing
knowledge transfer methods are mainly implemented through
data fine-tuning and model distillation, which may cause the
leakage of data privacy or model copyright in intelligent col-
laborative systems. To address this issue, we propose a secure
and robust knowledge transfer framework through stratified-
causality distribution adjustment (SCDA) for device-edge-cloud
collaborative services. Specifically, a simple yet effective density-
based estimation is first employed to obtain uncertainty scores
that guide the space stratification, which is conducive to recon-
structing low-density distribution regions from high-density dis-
tribution regions more adaptively and accurately. Subsequently,
we devise a novel causality-aware generative model to generate
synthetic features for the out-of-distribution domain by exploring
the relationship between factors and variables. Ultimately, we
introduce a cycle-consistent minimax optimization mechanism
to ensure the effectiveness and dependability of knowledge
transfer through the influence minimization and the diversity
maximization. Furthermore, extensive experiments demonstrate
that our scheme can protect the security of data privacy and
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model copyright in intelligent collaborative services through
adaptive distribution adjustment.

Index Terms—Intelligent collaborative service, knowledge
transfer, privacy preservation, copyright protection, adaptive
distribution adjustment.

1. INTRODUCTION

HE rapid development of device-edge-cloud collaborative
T computing techniques has revolutionized the field of arti-
ficial intelligence (AI)!. Through the power of multiple device
connections, edge computing infrastructures, and centralized
cloud resources, this innovative paradigm enables Al models to
overcome the limitations of traditional computing architectures
[2]. Therefore, a large number of Al tasks arise in our daily
lives, including smart healthcare, financial management, and
autonomous driving. Since diverse data provide rich informa-
tion for model selection to obtain good desired results, the
feedback data generated by these tasks can potentially enhance
the generalization performance of Al models [3]. In addition,
the generalization capability of pre-trained models plays a cru-
cial role in boosting the quality of Al services’. Currently,
domain adaptation (DA) [4], [5], transfer learning (TL) [6],
[7] and out-of-distribution (OOD) generalization [8], [9] are
usually employed to improve the knowledge transferability and
generalization performance of Al models.

Typical DA or TL methods are inevitably prone to discover
shared or transferable representations from the source scene to
fulfill the tasks in the target scene [10]. While most recent works
[9], [11] of OOD generalization mainly attempt to extrapolate
and optimize the empirical risks in the objective function, which
allows a model to generalize to a new testing domain. However,
when faced with severe distribution shifts caused by multiple
bias factors (MBFs), such as domain differences [4], skewed
distributions [7], and incorrect labels [5], the accuracy of the
model decreases dramatically due to the lack of robustness.
To be specific, since the model does not take into account the
diverse scenarios presented by the MBFs during training, this
leads to poor robustness and performance on unseen data. In
other words, it is difficult to make robust and accurate predic-
tions because the model is sensitive to the shifts between source
and target features. Moreover, enhancing the accuracy in limited
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Fig. 1. The entire architecture diagram for artificial intelligence (AI) ser-
vices through knowledge transfer in device-edge-cloud collaborative systems.
The conventional approaches enhance the generalization capability by data
upload and model fine-tuning, and then provide Al services through model
download and adaptive deployment. In this way, there exist two main
limitations in prior work: 1) the problem of data privacy leakage and 2) the
risk of model copyright violation. However, we propose a stratified-causality
distribution adjustment scheme, i.e., adaptively filling low-density data regions
from high-density data regions, which ensures the security and robustness of
the knowledge transfer process.

target domains or the generalization without goal can merely be
regarded as a partial approximation to the real-world scenarios.
Thus, a more practical problem is how to guarantee the effec-
tiveness of knowledge transfer in a remarkable distribution shift
scenario, which can make the model more pointed and powerful
to achieve the overall generalization.

The existing knowledge transfer methods exhibit excellent
performance in ideal or specific scenarios [7]. In other words,
these approaches either focus on improving the detection accu-
racy or the generalization ability in target tasks. However, in in-
telligent collaborative systems, the direct utilization of sensitive
data and the duplicate copy of pre-trained model may raise se-
curity concerns of data privacy leakage and model copyright in-
fringement [12], [13]. Fig. 1 provides an entire architecture for
implementing Al services through knowledge transfer, in which
the differences between traditional methods and our scheme are
compared. As a result, the direct application of existing knowl-
edge transfer methods in intelligent collaborative services poses
the risk of data privacy leakage and model copyright infringe-
ment. Moreover, we show that only taking into account the
improvement of domain-specific accuracy or task-independent
generalization is insufficient for constructing robust knowledge
transfer framework. We give counterexamples from two aspects
under the condition of MBFs in device-edge-cloud collaborative
systems: 1) a domain-specific model has satisfactory accuracy
but usually fails to generalize to other OOD domains and 2) a
task-independent model has good generalization ability but may
fail to recognize unseen samples in some particular domains.

Fig. 2 compares the challenges faced by different solu-
tions to improve the intensity of knowledge transfer in severe
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Partial generalization

(a)DAorTL

Partial generalization Overall generalization

(b) 00D generalization (c) Secure and robust knowledge transfer (Ours)

Fig. 2. The comparison of generalization performance for different methods
under severe distribution shift conditions. (a) Due to the adverse impacts of
MBFs, the direct application of traditional DA or TL methods will lead to the
extremely limited generalization in the target domain. (b) OOD generalization
can only complete the partial generalization in a certain range under the
condition of severe distribution shifts. (c) Our scheme is implemented to resist
the severe distribution shifts and achieve the secure and robust knowledge
transfer in an overall generalization manner.

distribution shift scenarios. Specifically, when the learned
source knowledge is deployed to assist target classification, the
source-target distribution alignment is not enough to increase
the generalization performance in the target domain. The reason
is that the distribution alignment is achieved only when the
distribution of stable representations is the same across dif-
ferent domains. However, it is difficult to satisfy this require-
ment under the adverse impacts of MBFs [14]. In addition,
the OOD generalization boundary of the model may not fully
cover a given task in real-world datasets due to the lack of
robustness [15]. For instance, in digit classification, handwriting
styles vary from individual to individual, which may lead to
misalignment and overfitting generalization performance [4].
Our investigation reveals that simultaneously considering the
improvement of the overall generalization performance and the
specific prediction capability can resist the severe distribution
shifts caused by MBFs in intelligent collaborative services.
To guarantee secure and robust knowledge transfer in device-
edge-cloud collaborative platforms, we propose a stratified-
causality distribution adjustment (SCDA) scheme based on
flexible space division and latent representation inference. The
motivation of leveraging adaptive distribution adjustment is
to manipulate data at the distribution level to prevent privacy
leakage and copyright infringement, while ensuring the secu-
rity and robustness of knowledge transfer under the condition
of MBFs. The requirement for the direct sharing of raw data
across domains is minimized by reconstructing low-density
distribution regions from high-density distribution regions in an
adaptive and accurate manner. Since unique features and char-
acteristics are protected during knowledge transfer, the adaptive
distribution adjustment plays a crucial role in safeguarding the
copyright of models. Specifically, we develop a density-based
ratio estimation strategy that provides an uncertainty score for
each sample to describe the anomaly degree and complete the
partitioning of subspace. The conditional variational autoen-
coder (CVAE) is exploited to construct a novel causality-aware
data generation module, which combines causal and non-causal
attributes across different subspaces to infer the effects of the
interference-free and interference-active shifts by performing
counterfactual analysis. Finally, a cycle-consistent minimax
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optimization mechanism is introduced to minimize the influ-
ence and maximize the diversity of synthetic features, which
enables a perfect distribution matching for the implementation
of secure and robust knowledge transfer in intelligent collab-
orative scenarios. Moreover, we evaluate our proposed SCDA
on Rotated MNIST, CIFAR-10 & STL-10 and Colored PACS
datasets, and promising results on all datasets have demon-
strated the effectiveness of the proposed scheme. In summary,
the contributions of our work are as follows:

o« We propose a density-based ratio estimation strategy to
quantify the uncertainty degree for each sample, which can
guide and adjust the partitioning of subspace by analyzing
the distribution characteristics. The experimental evalua-
tion in Section VI-D shows that the reasonable subspace
partition can distinguish the anomaly degree and is more
suitable for deployment under secure and robust knowl-
edge transfer scenarios.

o We exploit the adaptive data generation to infer and ex-
pand the prior knowledge by combining basic features
and state features under the guidance of counterfactual
causality. In this way, low-density distribution regions can
be adaptively reconstructed from high-density distribution
regions, which is crucial to preserve in-distribution (ID)
samples and expand beneficial OOD samples in intelligent
collaborative services.

e We present a cycle-consistent minimax optimization
mechanism for ensuring robustness of knowledge transfer
by identifying learnable and informative synthetic sam-
ples from the given candidate pool. Large scale experi-
ments using ablation analysis demonstrate that our scheme
can achieve superior performance by simultaneously
considering both the influence minimization and the di-
versity maximization.

o To the best of our knowledge, this is the first work to
develop a stratified-causality distribution adjustment for
secure and robust knowledge transfer in device-edge-cloud
collaborative services. Our proposed scheme not only pro-
tects data privacy and model copyright, but also withstands
distribution shifts and eliminates potential negative effects.

The rest of the article is organized as follows. Section II

reviews the related work. Section III introduces the funda-
mental background and preliminary knowledge. Section IV
analyzes and gives the threat model. Section V describes the
proposed SCDA scheme for secure and robust knowledge trans-
fer. Section VI evaluates and compares our novel SCDA with
the related state-of-the-art methods in extensive experiments.
Finally, the conclusions and future research directions are sum-
marized in Section VII.

II. RELATED WORK
A. Data-Centric Distribution Matching

A data-centric idea is mainly designed and implemented
based on data augmentation to expand available datasets, con-
trol model overfitting, provide the interoperability across differ-
ent distributions and obtain superior results in the classification
tasks [14], [16]. Data augmentation has received attention in
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existing works for distribution matching [17]. For example, Hsu
et al. [18] presented an augmentation-based approach to gen-
erate disentangled latent representations of speech with extra
data whose distribution is more close to the desired target data.
However, the disentangled image representations in the latent
space are a challenging issue to achieve. Instead, we employ a
conditional variational autoencoder (CVAE) where the learned
transferable knowledge can be merged and fed into the decoder
in order to generate the expected features. In addition, Huang
et al. [17] proposed a weakly supervised generative adversarial
network (GAN) based model for image-to-image translation
and investigated the performance in image-translation tasks
rather than classification tasks which is our focus in this work.
Then, Ng et al. [19] formulated a data augmentation framework
based on self-supervised manifolds to improve out-of-domain
robustness by using a pair of reconstruction and corruption
functions. Different from these studies, in our work, a novel
distribution adjustment based on data augmentation is proposed
to adaptively generate target-specific and diverse features by
stratified causality learning across distributions and its effec-
tiveness is verified through comparative experimental results
in Section VI.

B. Causality-Aware Knowledge Exploration

Incorporating causal perception [20] into deep neural net-
works (DNN5s) has recently attracted more and more attention
[21]. Tt can not only improve the interpretability of DNNs, but
also boost the exploration of meaningful knowledge and causal
relationship in essence. Therefore, it has been widely used
in many fields, such as image recognition [22], personalized
recommendation [23], visual question answering [24] and scene
graph generation [25]. Yue et al. [22] presented a counter-
factual framework for generating synthetic samples to address
both zero-shot learning and open-set recognition problems. Fol-
lowing this, Wang et al. [23] developed the recommendation
models with a causal graph to reflect the cause-effect factors
by performing counterfactual inference. Inspired by the great
success of the causal theory, Wang et al. [24] exploited a visual
commonsense region-based network for visual question an-
swering tasks via causal intervention, which can capture sense-
making knowledge to alleviate the observational bias. Then,
Tang et al. [25] introduced a scene graph generation (SGG)
framework to deal with the biased data distributions of SGG
by counterfactual causality. Although these methods perform
well in above tasks, the robustness of knowledge transfer cannot
be adequately addressed and analyzed through goal-less causal
reasoning in intelligent collaborative services. Therefore, our
work introduces causal perception into the knowledge transfer
task to reason about the effects of different shifts by enforc-
ing counterfactual causality on a task-oriented causal represen-
tation learning.

C. Spurious Correlations and OOD Generalization

The recent literature has shown that DNNs may learn su-
perficial representations to make the knowledge transfer, such
as by relying on the background regions or other kinds of
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spurious rules [26]. Such case raises practical concerns because
the accuracy may deteriorate under the shifts in those spurious
correlations [15]. Simultaneously, it can also result in the unfair
bias and worse performance on minority categories under the
condition of imbalanced scenarios. Since Arjovsky et al. [9]
introduced invariant predictions into a more realistic situation, a
considerable amount of research has made remarkable progress
in mitigating spurious correlations and capturing stable fea-
tures. Krueger et al. [15] presented the risk extrapolation to
enforce and constrain the variance of losses across different dis-
tributions. Similarly, Koyama and Yamaguchi [11] formulated
a comprehensive set of theoretical analysis and guidance for an
invariant representation to fulfill the OOD optimality. Kamani
et al. [8] provided a unified data-driven regularization frame-
work to construct a generalizable model from biased domain
knowledge, which can exploit a target dataset that approximates
the essence of the required test data to reinforce the learning ca-
pacity of the model. Moreover, the biases in the realistic datasets
are usually employed in a spurious way, so the robustness of
OOD generalization will be poor. Another line of research [27]
aims to design a debiasing technique to address the bias problem
and obtain better performance. Some recent works [28], [29]
have started to focus on the privacy-preserving issues during
knowledge transfer or OOD generalization. To our best knowl-
edge, the proposed SCDA is the first framework for knowledge
transfer to improve the overall generalization performance with
the security and robustness consideration in device-edge-cloud
collaborative systems. In addition, our SCDA scheme consid-
ers not only the adaptive distribution adjustment but also the
matching between datasets and models (e.g., stratified causal
perception and cycle-consistent minimax optimization).

III. PRELIMINARIES
A. Robust OOD Generalization

In the classical OOD generalization setting, given the fea-
tures {z! ,...,x” } from a testing domain e7, we aim to learn
a function to identify the labels {y. ....,y” } using labeled
data {(x! .yl ), ..., (z",y" )} from an available domain €4
[9]. Let X and Y represent the variable of feature and label,
respectively. In contrast to the standard supervised learning
scenario, the joint distributions P, ,(XY) and P.,.(XY) are
mismatched. Specifically, if there are two datasets D and D
collected from two subspaces, we assume that they are derived
from P, (XY) and P, (XY) with different subspaces of ¢; and
e2. If I(f(X),Y) denotes the error between the ground truth Y’
and the prediction f(X), the OOD generalization problem can
be formulated by finding f* that solves

mfinHElgg(EX,Y[l(f(X)aY)\f]a (1)

where ¢ is the space of all possible testing domains. To im-
prove the generalization performance, existing methods usually
make the conditional distribution P(§(X)|Y") invariant across
domains by assuming the existence of a transformation ¢. In this
article, we also assume that the conditional invariant component
exists. The common goal is to find a transformation ¢ such
that P., (6(X)|Y) = P..(6(X)|Y) and to calculate P..(Y).

However, we consider a more challenging OOD generalization
scenario, namely the samples drawn only from the distribution
P, (X) and the biased distribution P., (XY") under the con-
dition of interference-free and interference-active shifts, which
is regarded as robust OOD generalization.

Note that the simple combination of distribution adapta-
tion and robust classifier ignores that the learning of invariant
representations can be influenced by complex domain shifts,
which may lead to significantly biased results. Learning ¢ be-
comes even more challenging in the setting where only mis-
matched training data and insufficient unlabeled testing data
are available. The reason is that without unbiased label Y
in both available and testing domains, there is no critical in-
formation to ensure the consistency of conditional distribu-
tion P(0(X)|Y). In addition, it is difficult to learn § and to
calculate P, (Y") as discussed above. Therefore, we propose
a novel stratified-causality-based adaptive distribution adjust-
ment scheme to identify P,,.(Y") and capture the conditional
invariant component 0(X) for robust OOD generalization.

B. Invertible Mapping via Normalizing Flows

The deep invertible generation models, or normalizing flows,
are a set of likelihood-based mappings that reflect the bidi-
rectional transformation relationship between a simple and a
complex continuous probability density through the change of
variables formula. The flows are parameterized by deep neural
networks g, : X — Z with well-designed architectures so that
the entire transformation consists of diverse two-way mappings
with the tractable inverse and the Jacobian determinant [30].
Similarly, g=! : Z — X represents the inverse of the mapping
function g,. As a consequence, the probability density p of
random variable X = g1 (Z) can be accurately calculated:

p(e) = ala-(e) e 251

; 2

where ¢ denotes the probability density of the variable Z.
The basic (prior) distribution ¢(z) is generally selected as an
isotropic Gaussian N'(0, I), and the simplicity of estimating
this prior density, together with the tractability of g~ ! and its
Jacobian, enables us to obtain the normalizing flow through
maximum likelihood. We exploit the key invertibility of nor-
malizing flows to compute the uncertainty based on density
ratio estimation (DRE). That is, if the design dimensions of
X and Z are the same, and data points can be mapped mu-
tually and losslessly between the two latent spaces. As we
will discuss in Section V, this will be vital for converting the
density ratios learned in the latent space back to that obtained in
the input space. The improved density ratio estimation makes
the mismatched distributions closer to each other in the latent
space, which is beneficial to calculate the uncertainty scores
more accurately.

Due to the irreversibility, the non-invertible neural networks
may lead to imprecise space division, which in turn affects
the overall performance. However, in this article, the invertible
normalizing flow is trained on a mixture of datasets collected
from the different distributions and then exploited to map the
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Fig. 3. Flowchart of traditional DRE and DRE based on invertible nor-
malizing flows. Traditional DRE directly applying a black-box algorithm on
samples will result in an inaccurate ratio estimation 7(z) when p and ¢
are drawn from dramatically different distributions. The normalizing flow g-
is trained on samples from diverse densities, which can be used to obtain
more accurate ratio estimation 7(g-(x)) by encoding biased data in a shared
feature space.

#(g:(0)

samples into a shared feature space. In this way, the data are
encoded by leveraging the invertibility of normalizing flow, and
the observed samples of different densities are converted to be
located in a unit Gaussian sphere. Moreover, we observe that
this contraction contributes to mitigating the distribution shift
to improve the learned ratio estimation. In other words, the in-
vertibility of feature map ensures that the ratios computed in the
latent space are the same as those in the input space. Therefore,
the key component of DRE is an invertible normalizing flow to
complete the calculation of the uncertainty scores. A flowchart
of DRE based on invertible mapping via normalizing flows can
be seen in Fig. 3.

C. Causal Intervention via Interaction Adjustment

The causal graph [31] is a directed acyclic graph (DAG),
expressed as G = {N, R}, which describes how a set of nodes
(variables) A interact with each other by a causal relationship
‘R. Since the basic features (e.g., “class attributes”) and the state
features (e.g., “transformation attributes”) mutually affect the
prediction results from different aspects, we construct a node-
link causal graph to investigate potential causal relationships
among the basic features, the state features and the class labels,
as illustrated in Fig. 4. The node U denotes the basic feature z,,,
the node V' represents the state feature z,,, and the node Y is
the class label. The edge U — Y indicates that basic feature U
is used to predict class label Y, and the edge V — Y denotes
that the state feature V' is used to predict class label Y. We
learn these edges by a classification network, which exploits
the conventional cross-entropy loss between the class labels v ,
and the feature mapped to X,..

We perform counterfactual intervention [32] via interaction
adjustment on the node-link causal graph to analyze the effect
of the interference-free and interference-active shifts from the
basic and state features. Specifically, do(U = u) means that
we assign a certain value v to the node U through different
combinations of basic features. Given a sample from the sub-
space ¢, denoted as z., we have U =z, V =z ,, and the

: Comparlng '-._' //\
Effect of the interference-free shift

Effect of the interference-active shift|
Y:Class labels

Companng

0@@

U: Basic features

V: State features

Fig. 4. A node-link causal graph to analyze the effect of the interference-
free and interference-active shifts.

output Y is represented as Yyv = Yz, 2. ,- A counterfactual
reasoning scenario is defined by performing the intervention on
the basic feature to evaluate the effect, where the basic feature
is erased by do(U =T, ,,) and the node V is retained as the
original state feature x. ,. The erased basic feature 7 ,, is set
as the zero vector of the same dimension as . ,. The output
variable Y after intervention is represented as a counterfactual
Y&y = Yz, oa..,» Which is distinguished from Yy v . It is easy to
infer the effect of the interference-free shift on x. by comparing
the deviation between Y77y and Yz, which is formulated as
FE(x

e) = YUV - Yﬁv =Yze wteo — YTe wme v (3)

Similarly, we erase the state feature by do(V =7Z.,) while
maintaining the node U as the original basic feature . ,,, and
obtain the counterfactual Y77 = ¥z, ,=. ,- Then, the effect of
the interference-active shift on z. is formulated by

AE(z,)

=Yyv - Yyv = Yze wzew = Yze uTe vt 4)

We evaluate the influence of the two mode shifts for each
class in the subspace e by averaging the estimated effects
FE(x.) and AE(x.), which are formulated as follows

Nk

1 ~1 7
i=1
and
1 &
AE; = 3= > 10 = AB(z), ©)
S =1

where FE* and AE* denote the influence of the interference-
free and interference-active shifts of the k-th class, respectively,
7¢ is the observed label of x%, and Ny, represents the number of
samples classified into the k-th class. I(-) denotes an indicator
function, indicating that if §¢ = k, the value of (¢ = k) is 1,
otherwise 0.

Based on the above analysis, in the absence of stratified
causal reasoning, it is hard to figure out the influence of different
variables on the distribution shifts, and thus unable to learn
generalizable and discriminative representations. Motivated by
that, we deploy a stratified-causality distribution adjustment
scheme, which can adaptively improve the quality of data dis-
tribution to ensure the security and robustness of knowledge
transfer in intelligent collaborative applications.
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IV. THREAT MODEL

We discuss the objective, capability and knowledge of the
adversary for stealing attacks. We consider a scenario in which
a victim uploads downstream data to update the pre-trained
model by adopting transfer learning techniques (e.g., fine-
tuning operation or knowledge distillation), and then seeks to
improve the performance for better Al services by deploying the
updated model.

The objective of adversary. The adversary aims to steal the
private data or violate the model copyright during intelligent
collaborative scenarios in one of the following ways:

e Privacy leakage attack. An adversary tries to perform
illegal access in data transmission or storage on various
service resources (e.g., device, edge, cloud). This includes
potential attacks, such as malicious data tampering, unau-
thorized data access, and private data leakage.

o Copyright infringement attack. The knowledge transfer in-
volves the sharing of model parameters and the alignment
of intermediate representations, which can lead to the risk
of intellectual property theft. Therefore, an adversary may
exploit vulnerabilities in deployment and application to
extract or clone well-trained models used under intelligent
collaborative services.

The capability of adversary. During the transfer learning
process, an adversary can adopt malicious samples and then
induce the model to output sensitive data by executing queries.
Since this attack does not make any manipulation on the specific
samples, we mainly consider the performance of knowledge
transfer under the condition of protecting data privacy. More-
over, during the deployment and application of a well-trained
model, an adversary may steal the intellectual property through
direct replication operations or model surrogate attacks.

The knowledge of adversary. The adversary can access
the pre-trained model by using elaborated samples and then
record the correct predictions (i.e., the real decision-making
behavior of model) through input-output pairs from the ac-
cessible test batch. However, the adversary cannot access the
training data or the training process. In this article, the proposed
SCDA scheme focuses on the effectiveness of handling severe
distribution shifts while mitigating the risk of data leakage and
copyright infringement.

V. THE PROPOSED SCHEME
A. Detailed Problem Statement

We formulate the secure and robust knowledge transfer as a
new setting since the severe distribution shifts caused by mul-
tiple bias factors are more realistic but challenging problems,
where 1) we only have access to mismatched data in the avail-
able domain €4 and unlabeled data in the testing domain er;
2) both Py and Px|y change across different bias con-
ditions. We find that if the information of interference is
obtained from the observation data, a specific relationship be-
tween P, (6(X)]Y) and P,,.0(X) can be established, which is,
in turn, a cue for us to learn invariant components from 4 (X).
Moreover, we observe that the slight label error does not impact

the distribution of 6 (X). So, intuitively, if we remove the variable
Y from the inaccurate labels, P., (6(X)|Y) = P.,.(6(X)[Y)
can be achieved by aligning the marginal distribution Psx).
With the above analysis, in this article, we try to solve the secure
and robust knowledge transfer problem by adaptive distribution
adjustment scheme, which combines the advantage of uncer-
tainty quantification and causal perception and has feasibility of
handling highly biased feature distributions across domains to
improve the performance under intelligent collaborative scenar-
ios. Consequently, data privacy leakage and model copyright in-
fringement can be avoided through adaptive distribution adjust-
ment. The pipeline of SCDA is presented in Fig. 5. The details
of each stage will be elaborated in the subsequent sections.

B. Adjustable Space Division With Uncertainty Quantification

The challenge of uncertainty quantification is to guarantee
that the distribution discrepancy between p and ¢ is closer
together to make the DRE problem feasible and tractable. In
our article, the degree of uncertainty for data points is described
based on DRE, which can eliminate outlier samples and achieve
subspace division by setting thresholds. To accomplish this
goal, we leverage an invertible mapping to perform density
estimation and uncertainty calculation for each sample in the
latent space. Specifically, we train a model g, on a mixture
density of p(x) and ¢(x) using an invertible deep generative
network, such that both ¢-(X,) and g,(X,) are mapped to
the common feature space Z. By mapping the low density
region in X" to the high density region in Z, and training our
probability classifier ¢, on g, (x) € Z instead of x € X directly,
this contraction enables a more accurate density ratio to be
learned. Let X, ~p denote a random variable with density
p, and X, ~ ¢ represent a random variable with density ¢. If
there exists an invertible mapping g, so that p’ and ¢’ are the
densities of Z, = g,(X,) and Z, = g,(X,) respectively, then
the following equation can be obtained for any x:

p(x) _ p'(g-(x))
== : (N
q(x)  q'(g-(x))

In practice, we employ a pre-trained flow g, as an invert-
ible encoder to map the inputs into the common feature space
with the separate training strategy, which is able to handle all
parametric and non-parametric models working directly in the
input space. For example, in the probabilistic classification case,
the DRE algorithm needs to realize the binary classifier ¢, to
identify D, and D,. To facilitate this process, we adapt the
normalizing flow g, to learn the known structure of cg. As
a consequence, the normalizing flow g, and the discriminant
classifier c4 can be jointly trained according to the following
objective function:

Ejoint(Ta Qb) = )‘ES’ll,p(T7 ¢) + (1 - )\)Eflow(T)7 (8)

where L, represents the standard binary cross entropy (BCE)
loss, L #10y, is the maximum likelihood estimator of the flow g,
and A € [0,1] denotes a tuning parameter which balances the
importance between the L, and L 1., in the loss function.
Inspired by the excellent performance of invertible neural
networks (INNs) [30], [33], we modify the architecture of
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(b) Stratified causality-aware sample generation

(c) Cycle-consistent minimax optimization

Overview of our proposed scheme. (a) Adjustable space division. The uncertainty scores are exploited to map the samples to different subspaces to

determine the degree of importance for the original data transformed to an adjacent augmented space. (b) Stratified causality-aware sample generation. The
encoder and decoder are trained and conditioned on the different subspaces €; or €; (4, € [1,n]). We consider interventions do(U; = U;) and do(V; =V ;)
to perform counterfactual analysis to infer the effects of the interference-free and interference-active shifts. Given a hidden representation z¢; or z¢; as
the input, the model generates reconstructed samples mgl or :c;iej from the subspace €; with the guidance of counterfactual causality. (c) Cycle-consistent
minimax optimization. Minimizing the influence aims at improving the quality of individual samples by removing invalid ones, while maximizing the diversity
is designed to obtain a diverse dataset from candidate pool without considering quality.

classifier ¢y by discriminative training and combine it with
the architecture of g, to construct a probabilistic classifier
¢p,r + X — [0, 1], which is trained only by BCE loss Ly (T, ¢).
Moreover, it is assumed that the density of reliable samples is
roughly similar to that of adjacent samples, while the density
of unreliable samples is significantly different from that of its
neighbors. Therefore, the greater the relative density ratio, the
higher the degree of uncertainty for samples. Based on this
consideration, for the given data point, the ratio of density to
its neighboring density is calculated as the uncertainty score,
which can be formulated mathematically as follows:

US(x) = (7 o g-)(x) = DRE(P (9:(2)), ¢'(9-(x))),  (9)

where (7 o g;)(x) denotes the composite function #(g.(x)),
and DRE(-) is density ratio estimation function that can be
obtained by directly utilizing or slightly modifying the existing
methods. Ultimately, adjustable space division is achieved to
generate diverse subspaces by exploring and setting different
thresholds o based on the computed uncertainty scores.

The complete procedure of adjustable space division using
uncertainty quantification is summarized in Algorithm 1 in
Appendix B. It can be observed that, except for the threshold
determination, the uncertainty partitioning process exploits the
pre-trained normalizing flow to encode samples into a common
feature space and then inserts them into the base DRE(:) to
obtain more accurate uncertainty scores, which are implicitly
coupled with the trained flow.

C. Adaptive Data Augmentation Using Stratified Causality

After inferring the effects of the interference-free and
interference-active shifts, our method uses the stratified causal
perception to promote the knowledge transfer for the purpose
of generating synthetic features and reducing domain disparity,

which does not aim to directly tackle the distribution mismatch
problem. Instead, it learns prior knowledge from dense sample
regions (low uncertainty scores) to adaptively assist the synthe-
sis in sparse sample regions (high uncertainty scores), so as to
focus on the scarcity of available data in a goal-directed way.

Our proposed causality-aware adaptive generation model is
based on the conditional variational autoencoder (CVAE) and
the causal-effect relationships of domain shifts. Given input
samples z, from different subspaces ¢; (i € [1, n]), the encoder
tries to hierarchically learn diverse distributions py(z,) from
which the latent encoding variables z., can be causally selected
and then fed into the decoder to obtain the reconstructed input
samples, where v denotes the underlying parameter of the
model. The decoder can be parameterized with py (2, |z, ),
so that the model can generate the synthetic samples in the
subspace ¢; with the prior knowledge of the samples in the
subspace ¢;, and vice versa. In basic CVAE, the loss function
consists of two terms: the reconstruction loss (the first term) and
the KL-divergence between the learned and standard normal
distribution (the second term), formulated as

Ecvae(xei; 77[}) = Ere(xlgﬂxei) =+ Dkl(N(,Ufe”O'ei)HN(Oa I)),
(10)

where x/_ is the reconstructed sample of x., from the subspace
€i, and p, and o, denote the mean and standard deviation
in the subspace ¢;, respectively. The KL-divergence is a reg-
ularization term that forces the learned latent representation z,
to obey the standard normal distribution. This regularization
ensures the learned model obtain the ability of generating ben-
eficial data based on a random latent variable from a standard
normal distribution.

However, our goal is to generate synthetic features by causal
perception from latent variable layers rather than by random
sampling. To this end, the following two aspects need to be
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considered. On the one hand, with the guidance of the shift
effects, we are able to achieve the causal perceptive sampling of
meaningful variables from the latent encoding layer for feature
synthesis. On the other hand, the latent codes require to be
more discriminative across subspaces than the original, so we
relax the constraint of Dy; in Eq. (10) by replacing it with
Lo normalization. Moreover, Lo normalization can force the
mean and standard deviation vectors located on the hypersphere
rather than around the origin to facilitate the distinguishability
of latent representation z, .

As previously described in Section III-C, the causal percep-
tion compares the influence of two different shifts in the sub-
space el and the subspace €;, denoted as e* = (FEF | AEF)
and e* (FE]c AE’C ), where k denotes the class label. We
1ntroduce a novel 1nference loss term, L, to reduce the
difference via the weighted angular similarity, which can be
mathematically written as

M

N
> > el er)

i,j=1(i#j) k=1

Ling(e) = an

where M denotes the total number of subspaces, and N rep-

resents the total number of categories. In addition, 9(e’§i, efj)

denotes the weight coefficients of the corresponding angle, and
s(ef efj ) is a function to describe the angle correlation. We ex-

€57

ploit the radial basis function (RBF) kernel to obtain the weight

value between e ~and e , which is formulated as follows:
k Lk ‘ e]:i B eI:f
Blec, ) =exp | —T—gg— | (12)

where 3 denotes a kernel width that controls the impact of radial
range. Then, the angular-based correlation calculation can be
defined as:

(ef )T . e

€4 €5
Al
ek I ||e

To enable the capability of causally generating synthetic
features across subspaces, we train the CVAE in a novel and
causal way, denoted as CAU-CVAE. Specifically, the paired
data {z,, 7, } belonging to the same class from different sub-
spaces are fed into the CAU- CVAE to generate a group of re-
constructed data such as {z¢,, z¢ , 2 ., 7¢ ., }- The expression
of the loss function is deﬁned as:

‘Ccaufcvae (1.67 e; w) =

ko Lk
S(eei I eEj) =

13)

‘ 2

L, (xe vxel)+£re( -Tej)
+‘C7‘6( Te, €; >$ej) +£re( e €’ ‘Tﬁi)
+7Ling(€), (14)

where 7y is a trade-off parameter to control the relative impor-
tance of causal inference. The first two terms describe the intra-
domain reconstruction errors for the samples from the same
subspace. The middle two terms measure the inter-domain re-
construction errors across different subspaces. The last one term
calculates inference loss in the process of causal perception.

Although the sample pairs {z( .,z } or {z(,,, z} come
from the same class, they do not necessanly belong to two views
of the same instance. To reduce the intra-domain and inter-
domain reconstruction errors, the stratified causal perception is
adopted to infer and preserve the useful information in the latent
representation space. As a result, the utilization of reconstruc-
tion loss L,. and inference loss L;, s facilitate the model to
adaptively and reliably generate the diverse and discriminative
features across domains. The adaptive data augmentation based
on CAU-CVAE is summarized in Algorithm 2 in Appendix B.

D. Cycle-Consistent Minimax Optimization Mechanism

The generation method proposed above can obtain a large
number of samples, but training on all of them will consume a
large amount of computation and may degrade the performance
due to the existence of noise samples. Here, we propose a cycle-
consistent minimax optimization mechanism aimed at selecting
more effective training examples from the candidate pool.

Minimizing the influence. We minimize the influence by
filtering out detrimental synthetic samples to boost downstream
performance. A given training sample x; is considered harmful
if the inclusion of x; in the training set results in a larger
generalization error. Therefore, we can construct the following
expression by the validation loss in an approximate way:

L(X, ) i), 15
(X |X| ;X x; (15)
L( Xy, D(Xir U{2})) = L(Xpar, ¥(Xir)) >0, (16)

where X,,; and A}, denote the validation data and training
data respectively.

Hence, it is necessary to retrain the model with sample z;,
which would lead to a large amount of additional runtime.
While previous works have focused on removing or perturb-
ing the existing training samples [34], we utilize the influence
function to evaluate the performance after adding new synthetic
samples. In this way, the change in the validation loss can
be efficiently approximated by using the influence function
[34]. For instance, the effect of weighting a training sample z;
with a small disturbance 7 on the model parameters @2 in the
corresponding parameter space VU is described as:

Wy = argminnl(z,9) + sz v, v),  (17)
Yew z 1(.4], =1
Ay, _ -
Tpara(T) := TZ :—Hd;lvwl(x,w), (18)

n=0
where [V, is the total number of samples, w; is the weight for the
training sample x;, and H b denotes the Hessian evaluated at 1[)
Subsequently, we utilize the chain rule to obtain the influence
of upweighting the sample z; on validation loss:

dE(Xval ) 72)7],27)

dn = Vwﬁ( val7¢)Ipa7"a(x)~

19)

Lioss (.CC) =
n=0
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Note that £(X},, 1) can be equivalent to the weighted aver-
age form below to incorporate a new training sample x,,¢q:

1 N¢+1
L XT7 = —~N.1 ll iy s 20
(X, ) va;flwq ; wil (g, 1) (20)

wherew; =1 (Vi#A N+ 1),w; =0(i =N+ 1)andzpy, 41 =
Tnew- When adding the training sample x,,¢,,, we obtain the
following linear combination approximation of the validation
loss change according to the influence function Zjs(x):

N N 1
E(Xval 7¢(Xtr U{In(’w})) *L(Xval 7¢(Xtr)) ~ ﬁt-’zloss (Inew)~
(2D

We efficiently calculate Z;,s; by minimizing the influence,
where the detrimental synthetic data will have N%Iloss > 0.
In this way, detrimental synthetic data, i.e., the samples that
produce a poor estimation on the validation losses, can be
filtered out.

Maximizing the diversity. While minimizing the influence
improves training data quality, it ignores the diversity that can
provide a more powerful and reliable training knowledge. To
measure the diversity, we calculate the sum of Mahalanobis
distance between each pair of samples (x; and x;) for the
selected datasets, which can be expressed as:

D]\4($i,£€j):\/(Iiij)chl(l‘if‘Ij), (22)
Ny

Saiv =Y _ Dug, (i, 2;), (23)
r=1

where C' means the covariance matrix of random variables,
D)y, denotes the r-th Mahalanobis distance, Sy, is the diver-
sity measure, and NN, represents the number of combinations
of different sample pairs in the extracted samples. We present
a simple greedy algorithm that progressively and iteratively se-
lects training samples from the candidate pool to maximize the
diversity. Ultimately, the candidate sample set that maximizes
the diversity measure is selected.

The optimized candidate pool is mainly employed for the
stable model training, which provides high quality and diversity
data from original and synthetic samples to capture the charac-
teristics of distributions across different domains. The candidate
pool is a fundamental component in the cycle-consistent min-
imax optimization mechanism, which provides the flexibility
to reduce the distribution discrepancy between the source (i.e.,
seen available domain) and target (i.e., unseen testing domain)
data in knowledge transfer tasks. During the training iterations,
a random batch of samples is drawn from the candidate pool.
In this way, the update of model parameters contributes to the
reduction of distribution discrepancy between source and target
domains, which motivates the model to effectively generalize
on unseen target domains through the learning of stable and
transferable representations. In the practical implementation,
the required parameters are first determined based on the knowl-
edge transfer tasks, and then the candidate pool is optimized to
realize the desired results.
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TABLE I
THE NUMBER OF DIFFERENT CATEGORIES IN THE IMBALANCED CIFAR-10
(IM-C) AND IMBALANCED STL-10 (IM-S) DATASETS

Datasets | 0 1 2 3 4 5 6 7 8 | Total
Im-C [800 1200 1000 800 700 1200 1000 1200 1100 | 9000
Im-S |[900 700 1200 900 800 1100 1100 1300 1000 | 9000

The cycle-consistent minimax optimization through consid-
ering both the influence minimization and the diversity maxi-
mization is described in Algorithm 3 in Appendix B, which have
complementary benefits. Specifically, the former is designed to
improve the quality of individual samples by eliminating detri-
mental ones, while the latter aims to construct a diverse training
set without paying attention to the quality of data. To reap both
benefits, our proposed cycle-consistent minimax optimization
mechanism utilizes a hybrid selection technique that first elimi-
nates the detrimental data by minimizing the influence, and then
selects diverse samples by maximizing the diversity. Later, in
the evaluation, the ablation studies of the proposed SCDA are
shown in Section VI-E, which demonstrate the superiority of
cycle-consistent minimax optimization mechanism in capturing
complementary information and verify the effectiveness of our
model for secure and robust knowledge transfer.

VI. EVALUATION
A. Datasets and Model Selection

Rotated MNIST. A modified version of MNIST [35] is
generated by rotating the original grayscale MNIST digits from
0° to 90° with the interval of 15°, which is denoted as Rotated
MNIST. Each rotation angle is treated as a domain, and our
task is to complete the prediction of the class label. Since the
images of different domains are obtained from the same basic
images, there may exist diverse causal matches across domains.
Following the setting of [36], the samples with 0° and 90° are
used as the testing domain that are extremely difficult to detect,
and the rest are adopted as training domains.

CIFAR-10 & STL-10. CIFAR-10 and STL-10 are both the
10-class image datasets, which consist of 60,000 32x32 pixel
images and 13,000 96x96 pixel images, respectively. The two
datasets are similar but one class is different. Therefore, we
select the shared nine classes in the experiments. In the data
preprocessing stage, we resize the images in STL-10 to 32x32
pixels. We revise the number of different classes of images in
CIFAR-10 and STL-10 to construct two imbalanced datasets,
namely imbalanced CIFAR-10 (Im-C), and imbalanced STL-
10 (Im-S) which have different class distributions. The details
are given in Table L.

Colored PACS. PACS [37] is a public generalization per-
formance evaluation dataset with the remarkable distribution
shift across different domains. It includes seven classes (dog,
elephant, house, giraffe, horse, guitar, person) and four do-
mains, such as, Photo (P), Art paintings (A), Cartoon (C) and
Sketch (S). We drew inspiration from [38] to construct the bi-
ased dataset using color differences in the background. Primar-
ily, seven classes of objects are extracted from PACS dataset.
For the in-domain, we put onto seven different kinds of color
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backgrounds and define a one-to-one background-color rela-
tionship with seven categories (e.g., dog<+red, elephant<>blue).
For the out-domain, the color filling is performed randomly
to evaluate the generalization performance influenced by the
background factors.

Model Selection. While using validation sets from the test-
ing domain may increase classification accuracy, it violates the
motivation of generalization to unseen domains. Therefore, we
only use data from the source domain to form validation sets,
unless explicitly mentioned in Table V to explore how model
selection affects the results.

B. Implementation Details

Our robust generalization network is implemented based on
a cascaded stratified architecture. Prior to density ratio estima-
tion, a pre-trained flow g, is leveraged as an invertible encoder
to transform the inputs into a discriminative feature space. An
invertible classifier ¢, is built by modifying the architecture
to incorporate that of the flow ¢., which is trained merely
through the BCE loss L, (T, ¢). We then train an invertible
deep generative model based on i-RevNet [33] in a mixture
of samples to map feature distributions and obtain uncertainty
scores. Following [39], we employ the ResNet-50 [40] features
to perceive causal and non-causal variables. Our data generation
module is performed by exploiting the networks in [41]. Since
it does not take causal and non-causal attributes into account,
here we modify the encoder to construct them. Our networks are
trained for 50 epochs with early stopping rules using the Adam
[42] optimizer with a momentum of 0.9 and a decay of 0.0001.
The initial learning rate is set as 0.001 in Rotated MNIST, 0.005
in CIFAR-10, and 0.0001 in Colored PACS.

C. Compared Methods

In intelligent collaborative scenarios, we test the performance
of the proposed scheme, including the security of data privacy
and model copyright, and the robustness against distribution
shift attacks [43]. Specifically, our scheme addresses the new
challenges of knowledge transfer in severe distribution shifts
where the interference-free shift and the interference-active
shift coexist, namely X/ # X/ and X% # X!, We com-
pare our method with domain generalization or domain adap-
tation methods that mainly focus on the interference-free shift
assumption (i.e., X/ # X/ and X% = X): Meta-Learning
Domain Generalization (MLDG) [4], Universal Adaptation
Network (UAN) [5], Common Specific Decomposition (CSD)
[35], and Federated Simple Representation (FedSR) [44]. Our
scheme is also compared with OOD generalization methods that
pay more attention to the influence of distribution shift caused
by interference-active factors (i.e., X'/ = X/ and X/ # X!%):
Invariant Risk Minimization (IRM) [9], Targeted Data-driven
Regularization (TDR) [8], and Risk Extrapolation (REx) [15].
For all the compared methods, we adopt ResNet-50 as the back-
bone network which is pre-trained on the ImageNet dataset [45].
Note that MLDG, UAN, and CSD require reference information
from target domains as input, and we give some target knowl-
edge as input to guide the model training. In the testing phase,

TABLE II
CLASSIFICATION ACCURACY (%) ON ROTATED MNIST DATASET USING
TARGET DOMAINS OF 0° AND 90°

Source MLDG UAN IRM CSD FedSR TDR REx|SCDA

15°, 30°, 45°, 60°, 75°| 92.6 92.1 93.3 94.5 93.6 92.7 93.9| 95.3

30°, 45°, 60°, 75° 80.3 84.2 85.6 87.9 85.1 85.3 87.1] 90.7

15°, 45°, 75° 704 653 73.1 75.6 73.9 74.8 77.2| 80.4

30°, 60° 60.5 58.1 62.7 61.3 66.4 639 65.2| 68.5

Average 76.0 749 81.2 79.8 79.8 79.2 80.9| 83.7
TABLE III

CLASSIFICATION ACCURACY (%) ON ROTATED MNIST DATASET OF
DIFFERENT THRESHOLD SELECTION USING TARGET DATASETS OF 0°
AND 90°. (a1, a2, a3) REPRESENTS THREE DIFFERENT THRESHOLDS

Threshold settings
Source (a1, as, as) Average
(0.3,0.6,1) (0.5,0.8,1.1) (0.6,0.9,1.2)
15°, 30°, 45°, 60°, 75° 93.4 95.6 94.7 94.6
30°, 45°, 60°, 75° 86.5 89.7 87.6 87.9
15°, 45°, 75° 76.5 81.3 77.1 78.3
30°, 60° 64.1 67.8 63.7 65.2

we input samples to be tested into the corresponding model and
take the average results to determine which categories of test
samples belong to.

D. Experimental Results

Results on the Rotated MNIST. Table II gives classification
accuracy on Rotated MNIST using testing domains with 0° and
90° rotation. From the results, it is obvious that our proposed
SCDA outperforms other methods. With the reduction of the
number of training domains, the accuracy gradually decreases
and the gap between SCDA and baselines becomes significant.
In three source domain experiments, SCDA achieves an accu-
racy of 80.4% while the second best REx achieves 77.2%. It
is worth highlighting that the adaptive distribution adjustment
through stratified-causality data augmentation can avoid both
the data privacy leakage caused by sample updating and the
model copyright infringement caused by the organization de-
ploying under intelligent collaborative scenarios. In addition,
we observe that the improvement of knowledge transfer ability
benefits from the space division based on uncertainty scores.
In the following experiments, we explore the effect of space
division generated by different threshold selection on the perfor-
mance improvement. We explore the impact of space division
on performance using different threshold settings, as shown
in Table III. It can be seen from the experimental results that
different threshold settings have an impact on performance. Ap-
propriate threshold selection is conducive to the improvement
of knowledge transfer capability. The reason is that the samples
with similar uncertainty scores in the same data space are more
effective to causal perception, which can make the changes
among samples progressive and continuous.

Results on the CIFAR-10 & STL-10. As shown in
Table IV, our proposed SCDA achieves the best accuracy in all
tasks. Compared with the domain generalization methods, CSD
and FedSR, the performance of SCDA has improved obviously.
The average accuracy of SCDA is 12.6% higher than that of
CSD. Among all compared methods, REx obtains the best
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TABLE IV
CLASSIFICATION ACCURACY (%) ON CIFAR AND STL DATASETS WITH
BALANCED AND IMBALANCED DISTRIBUTIONS COMPARED WITH
BASELINE METHODS

Tasks MLDG UAN IRM CSD FedSR TDR REx | SCDA
CIFAR— STL| 569 595 60.2 634 648 0609 67.5| 724
STL— CIFAR | 59.7 57.1 64.8 652 619 632 71.6| 76.3

Im-C—Im-S | 56.1 538 53.1 563 554 573 60.7| 69.7
Im-S—Im-C 552 524 546 547 520 58.8 62.1| 71.6
Average 57.0 5577 582 599 585 60.1 655| 72.5
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Fig. 6. Influence of candidate pool size on model performance under
CIFAR—STL and STL—CIFAR tasks.

performance, while the average accuracy of SCDA is 7% higher
than REx. For imbalanced datasets, corresponding results show
that SCDA can still significantly enhance the performance of
knowledge transfer in the crafted biased settings, where other
related methods bring very limited benefit. The reasons can be
attributed to the following two aspects. On the one hand, the
minority class instances can obtain more complementary infor-
mation from the majority class instances to boost the generation
of new instances by partitioning the data space with uncertainty
scores. On the other hand, the causal perception in a stratified
manner facilitates the capture of imbalanced distribution knowl-
edge and is more stable for imbalanced datasets.

In addition, we conduct experiments to analyze the impact of
candidate pool size on the model performance. In fact, the opti-
mal candidate pool is determined based on the cycle-consistent
minimax optimization. We aim to investigate the impact of
candidate pool size on performance by deleting or adding sam-
ples during experiments. Then, the size of the candidate pool
is measured by the number of samples in the candidate pool.
Specifically, based on the optimal candidate pool, we reduce
the size of the candidate pool by randomly deleting samples,
and expand the size of the candidate pool by adding unselected
remaining samples from the original and synthetic datasets. Ex-
periments are carried out on CIFAR—STL and STL—CIFAR
tasks, and the results are shown in Fig. 6. From the experimental
results, it can be observed that the optimal candidate pool with
an appropriate size through cycle-consistent minimax optimiza-
tion can force the model to achieve superior performance. The
reason for the degradation of model performance is that the
small-size candidate pools generally lack diversity, while large-
size candidate pools with many unscreened samples may lead
to poor data quality.

Results on the Colored PACS. These color backgrounds
make this task more complex and biased, and therefore more
difficult than the previous task. As shown in Table V, our
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TABLE V
CLASSIFICATION ACCURACY (%) ON COLORED PACS
DATASET COMPARISON WITH THE STATE-OF-THE-ART
METHODS. THE P, A, C AND S IN THE FIRST ROW

RESPECTIVELY INDICATE THE TARGET DOMAIN WITH THE

REMAINING THREE DOMAINS USED AS THE SOURCE

DOMAINS. THE vals, valy AND val,, DENOTE THREE
MODEL SELECTION STRATEGIES, NAMELY USING SOURCE
DATA, TARGET DATA AND MIXED SOURCE-TARGET DATA
AS VALIDATION SETS TO OBTAIN EXPERIMENTAL RESULTS

Methods P A C S Average
MLDG 914 753 746 718 783
UAN 923 769 751 723 79.2
IRM 91.8 767 739 735 79.0
CSD 93.7 784 715 76.1 81.4
FedSR 920 788 762 75.7 80.7
TDR 942 715 764 753 80.9
REx 93.1 77.0 758 74.6 80.1
SCDA (vals) | 946 79.2 77.1 764 81.8
SCDA (valy) | 958 813 78.6 783 83.5
SCDA (valm,) | 953 829 803 779 84.1
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Fig. 7. Comparison of state-of-the-art methods on the Colored PACS dataset
under the condition of double source and target domains.

proposed SCDA on the Colored PACS dataset is competitive
to state-of-the-art results averaged over all domains. The SCDA
(vals) shows the highest performance across different domains,
except compared to CSD in the “C” domain. In addition, the
average accuracy of CSD is similar to that of SCDA in this
article. The reason is that the common component and the
domain specific component are jointly learnt in a decomposed
way, which may promote positive transfer and combat negative
transfer to some extent. We can also observe that the mod-
els gradually perform better when the test or mixed domain
validation is used as a model selection strategy. Therefore, in
some scenarios where a little test domain data is available,
the model selection strategy can be considered as an appro-
priate alternative solution for the improvement of knowledge
transfer performance.

To further analyze the performances of the proposed SCDA,
we conduct a series of experiments on the Colored PACS dataset
under the condition of double source and target domains. As
can be seen from Fig. 7, the performance of MLDG is rel-
atively poor, so the model agnostic training strategy is sus-
ceptible to the interference-active shifts. We can also observe
that our SCDA is superior to other state-of-the-art approaches
in each case, which further demonstrates the effectiveness of
our proposed method in the Colored PACS dataset. Moreover,
Fig. 7(b) exhibits better performance than Fig. 7(a). The reason
may be that the interference-free shift of “P” domain is small
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TABLE VI
RESULTS OF ABLATION EXPERIMENTS ON THREE REPRESENTATIVE
TASKS BY REMOVING ONE COMPONENT WHILE FIXING THE OTHERS

Method Taskl Task2 Task3 | Average
w/o uncertainty quantification | 57.1 62.7 69.4 63.1
w/o causal perception 63.7 64.8 69.3 65.9
w/o influence filter 62.8 63.0 73.5 66.4
w/o diversity selection 65.2 67.4 74.6 69.1
w/o hybrid optimization 59.4 62.3 70.3 64.0
SCDA 68.5 71.6 79.2 73.1

and hence easy to detect, while the “S”” domain is relatively dif-
ficult to detect due to the large domain bias between the seen and
unseen classes.

E. Ablation Studies

To further understand the effect of each component in our
model, we conduct a set of ablation experiments on Rotated
MNIST, CIFAR-10 & STL-10, and Colored PACS datasets.
Due to space limitation, Table VI shows the results of ablation
analysis for three representative tasks (Taskl: 30° & 60° —0°
& 90°, Task2: Im-S—Im-C, and Task3: P & C & S—A). In
our experiments, the impact of different components can be
estimated by controlling major constraint terms, including the
effect of without the uncertainty partitioning (“‘w/o uncertainty
quantification”), the effect of without the causality inference
(“w/o causal perception”), without the influence minimization
(“w/o influence filter”), without the diversity maximization
(““w/o diversity selection”), and without the minimax optimiza-
tion (“w/o hybrid optimization”).

From Table VI, we can make the following observa-
tions. First, when removing the uncertainty partitioning (“w/o
uncertainty quantification”), the classification accuracies dra-
matically degrade due to the lack of goal orientation, which
demonstrates the effectiveness of data stratification based on
density ratio estimation for secure and robust knowledge trans-
fer. Second, our scheme achieves 4.8%, 6.8% and 9.9% gains
over “w/o causal perception” on the 30° & 60° —0° & 90°, Im-
S—Im-C and P & C & S—A tasks, respectively. This clearly
validates that both the basic features and state features should
be causally inferred to enhance the performance and alleviate
the interference-free and interference-active shifts. Third, our
scheme outperforms “w/o influence filter” and “w/o diversity
selection”, showing that it is beneficial to narrow distribu-
tion discrepancy across domains in the candidate pool. Finally,
“w/o hybrid optimization” works significantly worse than our
scheme, which clearly implies the superiority of mining the
complementary information through the influence minimization
and the diversity maximization.

E Causality Analysis

To quantitatively analyze the effectiveness of causal rea-
soning, the effects of interference-free and interference-active
shifts are quantified by normalization of the predicted results.
We first report the classification results of “w/o causal percep-
tion” and our SCDA for each class on the Im-S—Im-C task
in Table VII, and then illustrate the effects of the two shifts
in Fig. 7.

08

Quantified effect

The effect of the interference-free shift
The effect of the interference-active shift
T

0.0

I | I—— ——
bird cat deer dog orse airplane  car ship  truck

Fig. 8. Quantified effects of the interference-free and interference-active
shifts on the Im-S—Im-C task. The purple and blue bars represent the
effects of the interference-free and interference-active shifts, respectively.
The horizontal axis denotes different categories and the vertical axis is the
quantified value of the effect.

From the results in Table VII, it is interesting to find that
the proposed SCDA outperforms “w/o causal perception” not
only in animal classes (i.e., 5.4% gains on “bird” and 8.9%
gains on “cat”) but also on vehicle classes (i.e., 7.5% gains on
“airplane” and 6.4% gains on “car”). The promising results in-
dicate the effectiveness of stratified causality perception on ex-
ploring the transferable causal knowledge for secure and robust
knowledge transfer.

In Fig. 8, the higher quantified effect of the interference-free
shift (purple bars) means that the interference-free shift is more
significant to secure and robust generalization, and the larger
quantified effect of the interference-active shift (blue bars)
indicates that the interference-active shift is more crucial. From
the results, we find that the effects inferred by causal perception
accurately reflect the importance of different shifts. For
example, “horse” has a higher quantified effect of the
interference-free shift than “cat” since “horse” contains more
basic representations than “cat” in this imbalanced task, and
hence the interference-free shift in “horse” deserves much
more attention than that in “cat”. This shows that stratified
causal perception can infer the contribution or influence of the
basic and state features to mitigate the interference-free and
interference-active shifts for the improvement of adaptation
and generalization through adaptive distribution adjustment.

G. Feature Visualization

To further illustrate the effectiveness of the proposed SCDA
scheme, we visualize the data distribution of original features
(“Original”), the learned features without uncertainty parti-
tioning (““w/o uncertainty quantification”), the learned features
without causality inference (“w/o causal perception”) and the
learned features with our scheme (“SCDA”) in the same fea-
ture space on the A—P task, as presented in Fig. 9(a)-(d),
respectively. For clarity, we visualize two domains (different
shapes) and seven classes (different colors) by the t-distributed
stochastic neighbor embedding (t-SNE).
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TABLE VII
CLASSIFICATION ACCURACY (%) OF ‘“W/O CAUSAL PERCEPTION” AND OUR SCDA FOR EACH CLASS ON THE Im-S—Im-C TASK UNDER INTELLIGENT
COLLABORATIVE SCENARIOS

200

70 ; %
i O ID samples (available)
A OOD samples (testing)

O ID samples (available)
= A 00D samples (testing)

Method Bird Cat Deer Dog Horse Airplane Car Ship Truck Average
w/o causal perception 61.6 59.5 61.6 62.7 49.6 73.2 77.1 67.2 70.9 64.8
SCDA 67.0 68.4 63.9 75.6 56.3 80.7 83.5 70.6 78.4 71.6
I Person Elephant House [l Giraffe [ Person Elephant House [l Giraffe I Person Elephant House [ Giraffe [ Person Elephant House M Giraffe
I Horse [ Gui I Dog I Horse M Guitar Il Dog I Horse M Guitar I Dog I Horse M Guitar [ Dog

A
2o
o¥o &
A
0 ID samples (available)

A OOD samples (testing)

0 ID samples (available)
A OOD samples (testing)

(a) Original (b) w/o uncertainty quantification

Fig. 9.

We draw several interesting observations and insights arising
from Fig. 9. First, there is a large distribution shift between
the “A” and “P” domains as shown in Fig. 9(a), and even
some available and testing features of the same class belong to
different clusters. Second, as presented in Fig. 9(b) and 9(c), our
scheme generalizes the learned in-distribution (ID) features to
the out-of-distribution (OOD) features better than “w/o uncer-
tainty quantification” and “w/o causal perception” owing to the
realization of uncertainty stratification and causality inference.
Finally, in Fig. 9(d), the learned ID features in the diverse
classes are aligned and centralized with the OOD features,
clearly showing that our scheme can successfully bridge the
gap between available and testing samples to guarantee the
security and robustness of knowledge transfer in intelligent
collaborative services.

VII. CONCLUSION

In this article, we present a secure and robust knowl-
edge transfer framework for intelligent collaborative services
through stratified-causality distribution adjustment. The fol-
lowing conclusions can be drawn from this research work:
1) an innovative uncertainty quantification via density ratio
estimation can mine the distribution rules of data points during
the preprocessing, which provides a basis for determining the
distribution areas that need to be focused on; 2) the causal
perception in a stratified manner is proposed to infer the effects
of interference-free and interference-active shifts, which suffi-
ciently ensures that the synthetic causality-guided features can
adaptively bridge gaps in data distribution to promote the secu-
rity and robustness of knowledge transfer under intelligent col-
laborative scenarios; 3) this article brings a new perspective that
the cycle-consistent minimax optimization can be exploited to
further alleviate the false alignment across different domains via
minimizing the influence and maximizing the diversity; and 4)
extensive experimental results show that our proposed scheme
is more appropriate for practical and complicated knowledge
transfer tasks through goal-directed knowledge delivery, and
can simultaneously mitigate the threat of negative transfer under

(c) w/o causal perception (d) SCDA

Feature visualization on the A—P task. The circles and triangles denote the ID features and OOD features, respectively.

the condition of severe distribution shifts. Moreover, data pri-
vacy leakage and model copyright infringement can be avoided
by adaptive distribution adjustment. In the near future, we are
planning to investigate the uncertainty quantification criterion
that can accurately assist to explore inherent causal relation-
ships for the implementation of flexible and efficient knowledge
transfer in device-edge-cloud collaborative services.

ACKNOWLEDGMENT

Any opinions, findings, and conclusions or recommendations
expressed in this article are those of the authors and do not
reflect the views of National Research Foundation, Singapore
and Cyber Security Agency of Singapore.

REFERENCES

[1] T. Hao, K. Hwang, J. Zhan, Y. Li, and Y. Cao, “Scenario-based Al
benchmark evaluation of distributed cloud/edge computing systems,”
1IEEE Trans. Comput., vol. 72, no. 3, pp. 719-731, Mar. 2023.

[2] D. He, N. Kumar, M. K. Khan, L. Wang, and J. Shen, “Efficient privacy-
aware authentication scheme for mobile cloud computing services,”
IEEE Syst. J., vol. 12, no. 2, pp. 1621-1631, Jun. 2018.

[3] Y. Bai, L. Chen, S. Ren, and J. Xu, “Automated customization of on-
device inference for quality-of-experience enhancement,” IEEE Trans.
Comput., vol. 72, no. 5, pp. 1329-1342, May 2023.

[4] D.Li, Y. Yang, Y. Song, and T. M. Hospedales, “Learning to generalize:
Meta-learning for domain generalization,” in Proc. 32th AAAI Conf.
Artif. Intell., 2018, pp. 3490-3497.

[5] K. You, M. Long, Z. Cao, J. Wang, and M. L. Jordan, “Universal domain
adaptation,” in Proc. IEEE Conf. Comput. Vision Pattern Recognit.,
2019, pp. 2720-2729.

[6] J.Jia, L. Zhai, W. Ren, L. Wang, Y. Ren, and L. Zhang, “Transferable
heterogeneous feature subspace learning for JPEG mismatched steganal-
ysis,” Pattern Recognit., vol. 100, May 2020, Art. no. 107105.

[7] 1. Jia, M. Luo, S. Ma, and L. Wang, “Partial knowledge transfer in
visual recognition systems via joint loss-aware consistency learning,”
IEEE Trans. Ind. Informat., vol. 18, no. 11, pp. 7463-7474, 2022.

[8] M. M. Kamani, S. Farhang, M. Mahdavi, and J. Z. Wang, “Targeted
data-driven regularization for out-of-distribution generalization,” in Proc.
26th ACM SIGKDD Conf. Knowl. Discovery Data Mining, 2020,
pp. 882-891.

[9] M. Arjovsky, L. Bottou, I. Gulrajani, and D. Lopez-Paz, “Invariant risk

minimization,” 2019, arXiv:1907.02893.

J. Jia, M. Luo, J. Liu, W. Ren, and L. Wang, “Multiperspective pro-

gressive structure adaptation for JPEG steganography detection across

[10]



JIA et al.: SECURE AND ROBUST KNOWLEDGE TRANSFER FRAMEWORK VIA SCDA IN INTELLIGENT COLLABORATIVE SERVICES 71

[11]

[12]

[13]

[14]

[15]

[16]

(17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

domains,” IEEE Trans. Neural Netw. Learn. Syst., vol. 33, no. 8, pp.
3660-3674, Aug. 2022.

M. Koyama and S. Yamaguchi, “Out-of-distribution generalization with
maximal invariant predictor,” 2020, arXiv:2008.01883.

X. Hu et al., “A systematic view of model leakage risks in deep neural
network systems,” IEEE Trans. Comput., vol. 71, no. 12, pp. 3254-3267,
Dec. 2022.

J. Jia, Y. Wu, A. Li, S. Ma, and Y. Liu, “Subnetwork-lossless robust
watermarking for hostile theft attacks in deep transfer learning mod-
els,” IEEE Trans. Dependable Secure Comput., to be published, doi:
10.1109/TDSC.2022.3194704.

P. Li, X. Rao, J. Blase, Y. Zhang, X. Chu, and C. Zhang, “CleanML:
A study for evaluating the impact of data cleaning on ML classification
tasks,” in Proc. 37th IEEE Int. Conf. Data Eng., 2021, pp. 13-24.

D. Krueger et al., “Out-of-distribution generalization via risk extrapo-
lation (REX),” in Proc. 38th Int. Conf. Mach. Learn., 2021, vol. 139,
pp. 5815-5826.

J. Jia, M. Luo, S. Ma, L. Wang, and Y. Liu, “Consensus-clustering-
based automatic distribution matching for cross-domain image steganal-
ysis,” IEEE Trans. Knowl. Data Eng., vol. 35, no. 6, pp. 5665-5679,
Jun. 2023.

S. Huang, C. Lin, S. Chen, Y. Wu, P. Hsu, and S. Lai, “AugGAN: Cross
domain adaptation with GAN-based data augmentation,” in Proc. Eur.
Conf. Comput. Vision, 2018, vol. 11213, pp. 731-744.

W. Hsu, Y. Zhang, and J. R. Glass, “Unsupervised domain adaptation
for robust speech recognition via variational autoencoder-based data
augmentation,” in Proc. IEEE Autom. Speech Recognit. Understanding
Workshop, 2017, pp. 16-23.

N. Ng, K. Cho, and M. Ghassemi, “SSMBA: Self-supervised man-
ifold based data augmentation for improving out-of-domain robust-
ness,” in Proc. Conf. Empirical Methods Natural Lang. Process., 2020,
pp. 1268-1283.

T. VanderWeele, Explanation in Causal Inference: Methods for Media-
tion and Interaction. London, U.K.: Oxford Univ. Press, 2015.

S. Disabato, M. Roveri, and C. Alippi, “Distributed deep convolutional
neural networks for the Internet-of-Things,” IEEE Trans. Comput., vol.
70, no. 8, pp. 1239-1252, Aug. 2021.

Z. Yue, T. Wang, Q. Sun, X. Hua, and H. Zhang, “Counterfactual zero-
shot and open-set visual recognition,” in Proc. IEEE Conf. Comput.
Vision Pattern Recognit., 2021, pp. 15404-15414.

W. Wang, F. Feng, X. He, H. Zhang, and T. Chua, “Clicks can be
cheating: Counterfactual recommendation for mitigating clickbait issue,”
in Proc. 44th Int. ACM SIGIR Conf. Res. Develop. Inf. Retrieval, 2021,
pp. 1288-1297.

T. Wang, J. Huang, H. Zhang, and Q. Sun, “Visual commonsense
R-CNN,” in Proc. IEEE Conf. Comput. Vision Pattern Recognit., 2020,
pp. 10757-10767.

K. Tang, Y. Niu, J. Huang, J. Shi, and H. Zhang, “Unbiased scene graph
generation from biased training,” in Proc. IEEE Conf. Comput. Vision
and Pattern Recognit., 2020, pp. 3713-3722.

H. Huang and X. Liu, “Local migration model of images based on
deep learning against adversarial attacks,” IEEE Trans. Comput., to be
published, doi: 10.1109/TC.2021.3075715.

H. Bahng, S. Chun, S. Yun, J. Choo, and S. J. Oh, “Learning de-biased
representations with biased representations,” in Proc. 37th Int. Conf.
Mach. Learn., 2020, vol. 119, pp. 528-539.

C. Chen, H. Wu, J. Su, L. Lyu, X. Zheng, and L. Wang, “Differential
private knowledge transfer for privacy-preserving cross-domain recom-
mendation,” in Proc. ACM Web Conf., 2022, pp. 1455-1465.

X. Liao, W. Liu, X. Zheng, B. Yao, and C. Chen, “PPGenCDR:
A stable and robust framework for privacy-preserving cross-domain
recommendation,” in Proc. 37th AAAI Conf. Artif. Intell., 2023,
pp. 4453-4461.

D. P. Kingma and P. Dhariwal, “Glow: Generative flow with invertible
1x1 convolutions,” in Proc. Adv. Neural Inf. Process. Syst., 2018,
pp. 10236-10245.

J. Pearl, M. Glymour, and N. P. Jewell, Causal Inference in Statistics:
A Primer. Hoboken, NJ, USA: Wiley, 2016.

Y. Rao, G. Chen, J. Lu, and J. Zhou, “Counterfactual attention learning
for fine-grained visual categorization and re-identification,” in Proc.
IEEE/CVF Int. Conf. Comput. Vision, 2021, pp. 1025-1034.

J. Jacobsen, A. W. M. Smeulders, and E. Oyallon, “i-RevNet: Deep
invertible networks,” in Proc. 6th Int. Conf. Learn. Representations, 2018,

pp. 1-11.

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

P. W. Koh and P. Liang, “Understanding black-box predictions via
influence functions,” in Proc. 34th Int. Conf. Mach. Learn., 2017, vol.
70, pp. 1885-1894.

V. Piratla, P. Netrapalli, and S. Sarawagi, “Efficient domain generaliza-
tion via common-specific low-rank decomposition,” in Proc. 37th Int.
Conf. Mach. Learn., 2020, vol. 119, pp. 7728-7738.

D. Mahajan, S. Tople, and A. Sharma, “Domain generalization using
causal matching,” in Proc. 38th Int. Conf. Mach. Learn., 2021, vol.
139, pp. 7313-7324.

D. Li, Y. Yang, Y. Song, and T. M. Hospedales, ‘“Deeper, broader and
artier domain generalization,” in Proc. IEEE Int. Conf. Comput. Vision,
2017, pp. 5543-5551.

F. Ahmed, Y. Bengio, H. van Seijen, and A. C. Courville, “Systematic
generalisation with group invariant predictions,” in Proc. 9th Int. Conf.
Learn. Representations, 2021, pp. 1-19.

J. Li, M. Jing, K. Lu, Z. Ding, L. Zhu, and Z. Huang, “Leveraging
the invariant side of generative zero-shot learning,” in Proc. IEEE Conf.
Comput. Vision Pattern Recognit., 2019, pp. 7402-7411.

K. He, X. Zhang, S. Ren, and J. Sun, “Deep residual learning for image
recognition,” in Proc. IEEE Conf. Comput. Vision Pattern Recognit.,
2016, pp. 770-778.

X. Sun, Z. Yang, C. Zhang, K. V. Ling, and G. Peng, “Conditional Gaus-
sian distribution learning for open set recognition,” in Proc. IEEE/CVF
Conf. Comput. Vision Pattern Recognit., 2020, pp. 13477-13486.

D. P. Kingma and J. Ba, “Adam: A method for stochastic optimization,”
in Proc. 3rd Int. Conf. Learn. Representations, 2015, pp. 1-15.

L. Cui, Z. Chen, S. Yang, R. Chen, and Z. Ming, “A secure and
decentralized DLaaS platform for edge resource scheduling against
adversarial attacks,” IEEE Trans. Comput., to be published, doi:
10.1109/TC.2021.3074806.

A. T. Nguyen, P. Torr, and S. N. Lim, “FEDSR: A simple and effective
domain generalization method for federated learning,” in Proc. Adv.
Neural Inf. Process. Syst., 2022, vol. 35, pp. 38831-38843.

J. Deng, W. Dong, R. Socher, L. Li, K. Li, and F. Li, “ImageNet: A
large-scale hierarchical image database,” in Proc. IEEE Comput. Soc.
Conf. Comput. Vision Pattern, 2009, pp. 248-255.

Ju Jia received the Ph.D. degree in cyberspace
security from Wuhan University, Wuhan, China,
in 2021. He was a Research Fellow with
the School of Computer Science and Engineer-
ing at Nanyang Technological University, Sin-
gapore. He is currently a Research Associate
Professor with the School of Cyber Science
and Engineering, Southeast University, Nanjing,
China. His research interests include data security,
intelligent collaborative security, multimedia con-
tent security, and artificial intelligence security.

Sigi Ma (Member, IEEE) received the B.S.
degree in computer science from Xidian Uni-
versity, Xi’an, China, in 2013, and the Ph.D.
degree in information system from Singapore Man-
agement University, in 2018. She was a Research
Fellow with Distinguished System Security group at
CSIRO, and then was a Lecturer with the University
of Queensland. She is currently a Senior Lecturer
with the University of New South Wales, Canberra,
ACT, Australia. Her research interests include data
security, IoT security, and software security.


https://doi.org/10.1109/TDSC.2022.3194704
https://doi.org/10.1109/TC.2021.3075715
https://doi.org/10.1109/TC.2021.3074806

72

Lina Wang (Member, IEEE) received the B.S.
degree from Hefei University of Technology, Hefei,
China, in 1986, and the M.S. and Ph.D. degrees
from Northeastern University, Shenyang, China, in
1989 and 2001, respectively. She is currently a
Professor with the Cyber Science and Engineering
School at Wuhan University. Her research interests
include multimedia content security, cloud security,
data security, and machine learning methods in
network security detection.

Yang Liu (Senior Member, IEEE) received the
B.Comp. degree (Hons.) from the National Univer-
sity of Singapore (NUS), in 2005, and the Ph.D.
degree from NUS and MIT, in 2010. He started his
Postdoctoral work with NUS and MIT. In 2012, he
joined Nanyang Technological University (NTU).
He is currently a Full Professor and the Director of
the Cybersecurity Laboratory, NTU. He specializes
in software verification, security, and software engi-
neering. His research has bridged the gap between
the theory and practical usage of formal methods
and program analysis to evaluate the design and implementation of software
for high assurance and security. By now, he has more than 400 publications
in top tier conferences and journals. He received a number of prestigious
awards, including MSRA Fellowship, TRF Fellowship, Tan Chin Tuan Fel-
lowship, Nanyang Research Award 2019, ACM Distinguished Speaker, NRF
Investigatorship, and 15 best paper awards.

IEEE TRANSACTIONS ON COMPUTERS, VOL. 73, NO. 1, JANUARY 2024

Robert H. Deng (Fellow, IEEE) is currently an
AXA Chair Professor in cybersecurity, the Director
of the Secure Mobile Centre, and the Deputy Dean
of the Faculty & Research, School of Informa-
tion Systems, Singapore Management University
(SMU). His research interests include data security
and privacy, network security, and system secu-
rity. He is a fellow of Academy of Engineering
Singapore. He received the Outstanding University
Researcher Award from the National University of
Singapore, Lee Kuan Yew Fellowship for Research
Excellence from SMU, and AsiaCPacific Information Security Leadership
Achievements Community Service Star from International Information Sys-
tems Security Certification Consortium. He serves/served on many edito-
rial boards and conference committees, including the editorial boards of
ACM TRANSACTIONS ON PRIVACY AND SECURITY, the IEEE SECURITY
AND PRIVACY, the IEEE TRANSACTIONS ON DEPENDABLE AND SECURE
COMPUTING, and the IEEE TRANSACTIONS ON INFORMATION FORENSICS AND
SECURITY.





<<
	/CompressObjects /Off
	/ParseDSCCommentsForDocInfo false
	/CreateJobTicket false
	/PDFX1aCheck false
	/ColorImageMinResolution 200
	/GrayImageResolution 300
	/DoThumbnails false
	/ColorConversionStrategy /sRGB
	/GrayImageFilter /DCTEncode
	/EmbedAllFonts true
	/CalRGBProfile (Adobe RGB \0501998\051)
	/MonoImageMinResolutionPolicy /OK
	/AllowPSXObjects false
	/LockDistillerParams true
	/ImageMemory 1048576
	/DownsampleMonoImages true
	/ColorSettingsFile (None)
	/PassThroughJPEGImages true
	/AutoRotatePages /None
	/Optimize false
	/ParseDSCComments false
	/MonoImageDepth -1
	/AntiAliasGrayImages false
	/GrayImageMinResolutionPolicy /OK
	/JPEG2000ColorImageDict <<
		/TileHeight 256
		/Quality 15
		/TileWidth 256
	>>
	/ConvertImagesToIndexed true
	/MaxSubsetPct 100
	/Binding /Left
	/PreserveDICMYKValues false
	/GrayImageMinDownsampleDepth 2
	/MonoImageMinResolution 400
	/sRGBProfile (sRGB IEC61966-2.1)
	/AntiAliasColorImages false
	/GrayImageDepth -1
	/PreserveFlatness false
	/OtherNamespaces [
		<<
			/IncludeSlug false
			/CropImagesToFrames true
			/IncludeNonPrinting false
			/OmitPlacedBitmaps false
			/AsReaderSpreads false
			/Namespace [
				(Adobe)
				(InDesign)
				(4.0)
			]
			/FlattenerIgnoreSpreadOverrides false
			/OmitPlacedEPS false
			/OmitPlacedPDF false
			/SimulateOverprint /Legacy
			/IncludeGuidesGrids false
			/ErrorControl /WarnAndContinue
		>>
		<<
			/IgnoreHTMLPageBreaks false
			/IncludeHeaderFooter false
			/AllowTableBreaks true
			/UseHTMLTitleAsMetadata true
			/MetadataTitle /
			/ShrinkContent true
			/UseEmbeddedProfiles false
			/TreatColorsAs /MainMonitorColors
			/MetricUnit /inch
			/RemoveBackground false
			/HonorBaseURL true
			/ExpandPage false
			/AllowImageBreaks true
			/MetadataSubject /
			/MarginOffset [
				0.0
				0.0
				0.0
				0.0
			]
			/Namespace [
				(Adobe)
				(GoLive)
				(8.0)
			]
			/OpenZoomToHTMLFontSize false
			/PageOrientation /Portrait
			/MetadataAuthor /
			/MobileCompatible 0.0
			/MetadataKeywords /
			/MetricPageSize [
				0.0
				0.0
			]
			/HonorRolloverEffect false
		>>
		<<
			/IncludeProfiles true
			/ConvertColors /NoConversion
			/FormElements true
			/MarksOffset 6.0
			/FlattenerPreset <<
				/PresetSelector /MediumResolution
			>>
			/DestinationProfileSelector /UseName
			/MultimediaHandling /UseObjectSettings
			/PreserveEditing true
			/PDFXOutputIntentProfileSelector /UseName
			/BleedOffset [
				0.0
				0.0
				0.0
				0.0
			]
			/UntaggedRGBHandling /LeaveUntagged
			/GenerateStructure false
			/AddRegMarks false
			/IncludeHyperlinks false
			/IncludeBookmarks false
			/MarksWeight 0.25
			/PageMarksFile /RomanDefault
			/UntaggedCMYKHandling /LeaveUntagged
			/AddPageInfo false
			/AddBleedMarks false
			/IncludeLayers false
			/IncludeInteractive false
			/AddColorBars false
			/UseDocumentBleed false
			/AddCropMarks false
			/DestinationProfileName (U.S. Web Coated \050SWOP\051 v2)
			/Namespace [
				(Adobe)
				(CreativeSuite)
				(2.0)
			]
			/Downsample16BitImages true
		>>
	]
	/CompressPages true
	/GrayImageMinResolution 200
	/CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
	/PDFXBleedBoxToTrimBoxOffset [
		0.0
		0.0
		0.0
		0.0
	]
	/AutoFilterGrayImages false
	/EncodeColorImages true
	/AlwaysEmbed [
	]
	/EndPage -1
	/DownsampleColorImages true
	/ASCII85EncodePages false
	/PreserveEPSInfo false
	/PDFXTrimBoxToMediaBoxOffset [
		0.0
		0.0
		0.0
		0.0
	]
	/CompatibilityLevel 1.7
	/MonoImageResolution 600
	/NeverEmbed [
	]
	/CannotEmbedFontPolicy /Error
	/PreserveOPIComments false
	/AutoPositionEPSFiles false
	/JPEG2000GrayACSImageDict <<
		/TileHeight 256
		/Quality 15
		/TileWidth 256
	>>
	/PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
	/EmbedJobOptions true
	/JPEG2000ColorACSImageDict <<
		/TileHeight 256
		/Quality 15
		/TileWidth 256
	>>
	/MonoImageDownsampleType /Bicubic
	/DetectBlends true
	/EmitDSCWarnings false
	/ColorImageDownsampleType /Bicubic
	/EncodeGrayImages true
	/Namespace [
		(Adobe)
		(Common)
		(1.0)
	]
	/AutoFilterColorImages false
	/DownsampleGrayImages true
	/GrayImageDict <<
		/QFactor 0.76
		/HSamples [
			2.0
			1.0
			1.0
			2.0
		]
		/VSamples [
			2.0
			1.0
			1.0
			2.0
		]
	>>
	/AntiAliasMonoImages false
	/GrayImageAutoFilterStrategy /JPEG
	/GrayACSImageDict <<
		/QFactor 0.76
		/HSamples [
			2.0
			1.0
			1.0
			2.0
		]
		/VSamples [
			2.0
			1.0
			1.0
			2.0
		]
	>>
	/ColorImageAutoFilterStrategy /JPEG
	/ColorImageMinResolutionPolicy /OK
	/ColorImageResolution 300
	/PDFXRegistryName (http://www.color.org)
	/MonoImageFilter /CCITTFaxEncode
	/CalGrayProfile (Dot Gain 15%)
	/ColorImageMinDownsampleDepth 1
	/PDFXTrapped /False
	/DetectCurves 0.0
	/ColorImageDepth -1
	/JPEG2000GrayImageDict <<
		/TileHeight 256
		/Quality 15
		/TileWidth 256
	>>
	/TransferFunctionInfo /Remove
	/ColorImageFilter /DCTEncode
	/PDFX3Check false
	/ParseICCProfilesInComments true
	/DSCReportingLevel 0
	/ColorACSImageDict <<
		/QFactor 0.76
		/HSamples [
			2.0
			1.0
			1.0
			2.0
		]
		/VSamples [
			2.0
			1.0
			1.0
			2.0
		]
	>>
	/PDFXOutputConditionIdentifier (CGATS TR 001)
	/PDFXCompliantPDFOnly false
	/AllowTransparency false
	/UsePrologue false
	/PreserveCopyPage true
	/StartPage 1
	/MonoImageDownsampleThreshold 1.5
	/GrayImageDownsampleThreshold 1.5
	/CheckCompliance [
		/None
	]
	/CreateJDFFile false
	/PDFXSetBleedBoxToMediaBox true
	/EmbedOpenType false
	/OPM 1
	/PreserveOverprintSettings true
	/UCRandBGInfo /Preserve
	/ColorImageDownsampleThreshold 1.5
	/MonoImageDict <<
		/K -1
	>>
	/GrayImageDownsampleType /Bicubic
	/Description <<
		/ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
		
		/FRA <>
		/KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
		/HUN <>
		/NOR <>
		/DEU <>
		/CZE <>
		/ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
		/DAN <>
		/JPN <>
		
		/SUO <>
		/CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
		/CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
		
		
		
		/PTB <>
		/NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
		/TUR <>
		/POL <>
		
		/SVE <>
		
		/ESP <>
	>>
	/CropMonoImages false
	/DefaultRenderingIntent /Default
	/PreserveHalftoneInfo true
	/ColorImageDict <<
		/QFactor 0.76
		/HSamples [
			2.0
			1.0
			1.0
			2.0
		]
		/VSamples [
			2.0
			1.0
			1.0
			2.0
		]
	>>
	/CropGrayImages false
	/PDFXOutputCondition ()
	/SubsetFonts false
	/EncodeMonoImages true
	/CropColorImages false
	/PDFXNoTrimBoxError true
>>
setdistillerparams
<<
	/PageSize [
		612.0
		792.0
	]
	/HWResolution [
		600
		600
	]
>>
setpagedevice


